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Abstract In recent years, a significant increase in attacks and data breaches has been observed, with a large
portion targeting web application vulnerabilities. Mitigating these vulnerabilities has become a crucial research
area. Due to the potentially severe impacts of web application vulnerabilities, various approaches have been
proposed over the past decades to mitigate their effects. Among these, input validation vulnerabilities represent
a critical concern as they arise from unvalidated external data processed by web applications. This paper
presents a systematic review of input validation vulnerabilities, including a new classification system and an
evaluation of various detection techniques and tools. By examining the strengths and weaknesses of these
methods, this paper aims to provide comprehensive countermeasures to enhance web security.
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1. Introduction

Since the advent of the World Wide Web (WWW) in the early 1990s, web applications have become ubiquitous,
hosting everything from simple static text pages to complex applications such as online banking, social media,
and e-commerce platforms. However, the continuous introduction of new technologies and the increasing
complexity of web applications have led to the emergence of numerous vulnerabilities. Reports from
organizations like OWASP and SANS frequently highlight new and evolving web vulnerabilities, emphasizing
the need for effective mitigation strategies.

This paper focuses on input validation issues that occur in cloud-based or in-house applications due to
insufficient validation of user inputs. These vulnerabilities can lead to severe consequences, such as SQL
injection, cross-site scripting (XSS), and other injection attacks. The goal of this paper is to provide a systematic
review of input validation vulnerabilities, categorize them, and evaluate various detection and prevention
techniques.
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2. Background and Motivation

Web application vulnerabilities often arise from improper handling of external data received through user
inputs, APIs, or other integration points. For instance, in PHP, user inputs received via the $ GET method may
be directly processed by sensitive functions like mysqli_query without proper validation, making the application
vulnerable to SQL injection attacks. Figure 1 illustrates the concept of source (external data input) and sink
(sensitive function) in source code review.

Example: SQL Injection in PHP

<?php

—->connect_error);

)z

—>num_rows > 0) {

In this example, the $_GET['userinput] parameter is directly included in the SQL query without validation,
making the application vulnerable to SQL injection attacks.

The motivation for this paper stems from the observation that while many studies discuss web vulnerabilities in
general, few focus specifically on input validation issues. These vulnerabilities are particularly problematic
because they can be easily exploited by malicious inputs if not properly sanitized. Existing reviews often suffer
from poor categorization and overlap, leaving gaps in the literature. This paper aims to address these gaps by
providing a detailed classification and comprehensive review of input validation vulnerabilities and their
countermeasures.

3. Methodology

Our methodology involves data collection, vulnerability analysis, and classification. We reviewed a total of 720

papers published between 2015 and 2022, using keywords related to web security, input validation

vulnerabilities, and various types of injections (e.g., SQL, XSS, XPath). The papers were sourced from
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reputable databases such as IEEE, ACM, Springer, and OWASP. The selected research primarily focuses on
SQL, XPATH, and XSS injection vulnerabilities, which are prevalent in modern web applications.

4. Techniques for Reducing Web Application Vulnerabilities
There are two main techniques for mitigating web application vulnerabilities: static analysis and dynamic
analysis.

1. Static Analysis: This technique involves examining the source code without executing the program.
Tools like Fortify, Checkmarx, and SonarQube analyze the code to identify potential vulnerabilities
early in the development cycle. Static analysis can be highly effective in detecting input validation
issues before the application is deployed.

2. Dynamic Analysis: This technique involves testing the application during runtime to identify
vulnerabilities. Tools like Burp Suite, OWASP ZAP, and Acunetix scan the live application for
weaknesses that could be exploited. Dynamic analysis is useful for identifying vulnerabilities that may
not be apparent from the source code alone.

Example: Using OWASP ZAP for Dynamic Analysis

zap-cli spider http://example.com

zap-cli active-scan http://example.com

In this example, OWASP ZAP is used to perform both a spider scan and an active scan on a web application to
identify potential vulnerabilities.

5. Classification of Input Validation Vulnerabilities
We propose a new classification system for input validation vulnerabilities based on the context in which the
data is used:

1. SQL Injection: Occurs when user input is directly included in SQL queries without proper validation.
This can lead to unauthorized access to the database.
2. Cross-Site Scripting (XSS): Occurs when user input is included in web pages without proper

sanitization, allowing attackers to execute malicious scripts in the user's browser.

3. XPath Injection: Similar to SQL injection, but targets XML databases, allowing attackers to
manipulate or retrieve sensitive data.

4, LDAP Injection: Occurs when unvalidated user input is included in LDAP queries, potentially
exposing or manipulating directory services.

5. NoSQL Injection: Targets NoSQL databases, exploiting unvalidated inputs to execute arbitrary
database operations.

adversary administrator of the server
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6. Header Injection: Occurs when unvalidated user inputs are included in HTTP headers, potentially
leading to session hijacking or other attacks.

7. Email Injection: Involves injecting malicious content into email headers, potentially leading to email
spoofing or other exploits.

8. Path Traversal: Occurs when unvalidated inputs are used to access file system paths, potentially

exposing or manipulating files.

6. Evaluation Metrics
To evaluate the effectiveness of various techniques in detecting and preventing input validation vulnerabilities,
we use common metrics such as precision, recall, and F-measure. These metrics help in assessing the accuracy
and efficiency of the detection tools.
Example: Preventing SQL Injection

<?php

—>connect_error) A

—->connect_error);

In this example, prepared statements are used to prevent SQL injection by separating the SQL logic from the
user input.
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7. Analysis and Discussion

Our analysis reveals that while static analysis tools are effective in early detection, they may produce false
positives. Dynamic analysis tools, on the other hand, are better at identifying runtime vulnerabilities but can be
limited by the scope of the testing environment. A combination of both techniques often provides the best
results.

8. Limitations and Future Work

Current approaches to mitigating input validation vulnerabilities have limitations, including false positives in
static analysis and the need for extensive testing environments for dynamic analysis. Future research should
focus on improving the accuracy of detection tools and developing comprehensive frameworks that integrate
both static and dynamic analysis techniques.

9 .Conclusion

Input validation is a critical aspect of web security, and addressing vulnerabilities related to it is essential for
preventing injection attacks and data manipulation. By providing a systematic review and new classification of
input validation vulnerabilities, this paper aims to enhance the understanding of these issues and promote the
development of more effective detection and prevention techniques.
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