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Abstract This paper explores the widespread impact of ad fraud on digital marketing campaigns, using the
famous Uber lawsuit as a case study. Uber uncovered a massive $100 million fraud by systematically turning off
advertising publishers and observing no drop in rider acquisition, revealing that a majority of the company’s ad
spend was wasted on fraudulent activities. Fraudulent mechanisms such as click flooding, install hijacking, and
misattribution were identified, leading to inflated performance metrics and a deceptive attribution of app installs
to fraudulent publishers. This study analyzes the process Uber used to identify the fraud, focusing on the role of
AJ/B testing and incremental analysis, where publishers were turned off one by one to measure true rider
acquisition impact. To further explore these mechanisms, synthetic data is generated to simulate the behavior of
fraudulent publishers and exemplify how turning off non-incremental publishers exposed fraudulent practices.
This data reveals how organic acquisitions compensated for the loss in reported ad-driven acquisitions, further
underscoring the extent of fraud. The paper concludes with insights into best practices for fraud prevention in
the digital advertising ecosystem, emphasizing the importance of advanced analytics, contractual transparency,
and active monitoring to safeguard advertising investments.
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1. Introduction

Ad fraud has become one of the most significant challenges in the digital advertising ecosystem, costing
advertisers billions of dollars annually. Fraudulent practices by intermediaries such as ad networks and
publishers lead to misattribution of advertising effectiveness, waste of ad budgets, and undermining of
marketers' trust in digital platforms. One of the most notorious examples of this was revealed by Uber in a high-
profile case of ad fraud, where the company uncovered that $100 million of its ad spend was being misused,
with little to no impact on its rider acquisition rates [1].

Uber’s discovery of this ad fraud came about when Kevin Frisch, the company’s former head of performance
marketing, conducted an experiment in 2017 where the company turned off $100 million worth of ad spend with
no significant impact on the number of rider app installs. This experiment revealed that the majority of Uber’s
ad campaigns were being defrauded through practices such as click flooding, install hijacking, and
misattribution of organic installs to paid campaigns [2][3]. As Uber began turning off publishers one by one, it
became clear that many ad networks were falsely claiming credit for organic app installs and inflating click
metrics [4].

Ad fraud in Uber’s case mainly occurred through fraudulent techniques like click flooding, where ad networks
sent fake clicks to make it appear as though ads were generating significant traffic. Fraudsters also engaged in
install hijacking, where organic installs, which would have occurred without any paid ads, were wrongly
attributed to the ads [5]. Moreover, misattribution fraud was rampant, where paid ads were credited for
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conversions that were, in fact, organic. These mechanisms resulted in Uber paying for app installs that did not
come from actual user interactions with their ads.

The ramifications of this fraud were far-reaching. Uber’s legal action, which named several ad networks and
agencies including Fetch Media, highlighted how deep-seated the problem was, leading to court rulings in
Uber’s favor [6]. In response, Uber’s internal investigation and subsequent lawsuits served as a landmark
moment for the digital advertising industry, illustrating the pervasive nature of ad fraud and prompting calls for
greater transparency and accountability among ad networks [7].

This paper aims to delve into the mechanics of the fraud uncovered by Uber, examining the methods fraudsters
used to deceive the company and the broader advertising industry. It further discusses how Uber’s experiment to
shut down publishers incrementally revealed the depth of the fraud and presents synthetic data that simulates
these fraud patterns to provide a clearer understanding of how marketers can detect and prevent such fraudulent
activities. Through these insights, the paper seeks to provide recommendations for industry stakeholders to
protect their ad spend and ensure greater integrity in digital advertising.

2. Literature Review

Ad fraud is an ever-growing concern in digital advertising, costing businesses billions of dollars each year. The
rise of programmatic advertising, while offering scalable solutions for marketers, has also opened the door for
malicious actors to exploit vulnerabilities in the ad ecosystem. Various studies and industry reports have shed
light on the extent of ad fraud, the mechanisms used by fraudsters, and the measures necessary to mitigate the
problem. This section explores key concepts of ad fraud, existing literature on fraud detection, and how the Uber
case contributes to this body of knowledge.

Types of Ad Fraud

Ad fraud manifests in many forms, with click fraud, impression fraud, and conversion fraud being some of
the most pervasive. Click flooding and click spamming are examples of click fraud where many fake clicks are
generated to make it appear as though an ad campaign is performing well. This technique is prevalent in
performance-based advertising, where advertisers are billed based on the number of clicks their ads receive [1].
Fraudsters exploit these billing models by generating fake clicks through bots or other automated means to
siphon money from advertisers. Install hijacking is another form of fraud, commonly found in mobile
advertising, where fraudsters falsely claim credit for app installs that occur organically [2]. These fraudulent
actions mislead advertisers into believing that their ads are driving conversions, leading to inflated costs.

Fraud Detection in Advertising

Several academic studies and industry reports have focused on the methods for detecting and preventing ad
fraud. Fraud detection can range from simple rules-based systems to more sophisticated machine learning
models. Pattern recognition and anomaly detection techniques are often used to identify discrepancies in data,
such as an unusually high click-through rate (CTR) or mismatches between ad clicks and app installs [3].
Machine learning models, trained on historical data, can detect patterns of fraudulent behavior by flagging
anomalies in click and conversion data [4]. Uber's case exemplifies the importance of using advanced analytics
to detect fraud. By turning off ad spend incrementally, Uber was able to observe that organic acquisitions
remained steady while paid conversions disappeared, suggesting misattribution and fraudulent activity [5].

The Role of Attribution Models

Accurate attribution is essential for measuring the success of ad campaigns. However, as demonstrated in Uber's
case, many ad networks engaged in misattribution fraud, where organic app installs were attributed to paid
ads, inflating the performance metrics of the ads [6]. Attribution fraud is especially harmful in performance-
based advertising, where advertisers are billed for each conversion. Studies have shown that traditional
attribution models, such as last-click or multi-touch attribution, can be vulnerable to manipulation by fraudulent
actors [7]. A better approach involves cross-channel attribution, which analyzes customer journeys across
various touchpoints to more accurately determine which interactions lead to conversions.

Uber’s Contribution to the Literature on Ad Fraud

The Uber case adds significant value to the existing literature on ad fraud detection and prevention. While
previous studies have focused on detection mechanisms using machine learning and analytics, Uber’s case study
presents a unique, real-world example of how ad fraud can be uncovered through systematic experimentation.
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Uber’s decision to turn off $100 million in ad spend without seeing a decline in rider acquisition is a clear
indication that much of their ad budget was being misused by fraudulent ad networks [8]. The lawsuits that
followed revealed the extent of the fraud, uncovering tactics such as click flooding, install hijacking, and
misattribution fraud. These findings underscore the importance of continuously auditing digital ad campaigns to
ensure that advertising dollars are being spent effectively [9].

Industry Reactions and Best Practices

In response to high-profile cases like Uber’s, the digital advertising industry has started implementing stricter
measures for fraud detection and prevention. Fraud audits, transparency in reporting, and contract clauses
mandating fraud protection are becoming increasingly common [10]. Companies are also adopting more
advanced fraud detection tools, such as Al-driven platforms that analyze large volumes of data to identify
fraudulent activity in real time [11].

The literature shows that while advancements are being made, ad fraud remains a significant challenge. The
Uber case provides a powerful example of how large-scale fraud can occur, but also how it can be mitigated
through vigilant monitoring, auditing, and legal action.

3. Research Methodology

This section outlines the methodology adopted for studying the impact of ad fraud in Uber's digital marketing
campaigns. It explains the research design, data generation process, and analytical techniques with the inclusion
of relevant mathematical formulae. The experimental framework employed by Uber to uncover fraudulent
activities through systematic experiments is also covered. Additionally, synthetic data has been generated to
simulate fraud mechanisms such as click flooding, install hijacking, and misattribution fraud, aiding in clearer
analysis.

3.1. Research Design

The research design can be divided into two parts:

e Part 1: Analysis of Uber’s Case Study: This part analyzes Uber's fraud detection approach by turning
off ad spend and examining rider acquisition data to determine fraud. Uber’s incremental turn-off
experiments served as the basis for revealing the fraud mechanisms.

e Part 2: Synthetic Data Generation and Simulation: A synthetic dataset simulates the patterns and
behaviors found in the Uber case. This dataset incorporates variables such as ad spend, click-through
rates, conversions, and fraud indicators. The use of mathematical models helps evaluate the fraudulent
behavior and effectiveness of shutting off specific publishers.

3.2. Data Collection Process

Uber's fraud detection involved the systematic shutting down of publishers and measuring the resulting rider
acquisition. The data from Uber’s campaigns, legal documents, and industry reports provided the basis for the
analysis [1][2].

3.3. Synthetic Data Generation

A synthetic dataset was generated to simulate how fraud manifests in digital advertising campaigns. The key
variables include:

e Ad Spend (S): The amount spent on ads.

e Rider Acquisitions (R): The number of riders acquired through paid campaigns.

¢ Organic Acquisitions (O): Riders acquired without paid ads.

e Clicks Reported (Crep): The number of ad clicks reported by the publisher.

e Valid Clicks (Cyaiig ): The number of verified clicks.

e Publisher Turned Off (To ): Binary flag to indicate whether the publisher was turned off.

e Fraud Detected (Fqe ): Binary flag for fraud detection.

The dataset was generated for multiple publishers across a specified time frame. The following mathematical
formulae were used to model the relationships between these variables and to simulate fraud detection.

3.4. Selection and Measurement of Key Metrics

The following mathematical formulae were used to model the relationships between key metric variables and to
simulate fraud detection.
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Click Discrepancy Ratio: A critical metric used to detect fraudulent behavior in click-based advertising
campaigns is the Click Discrepancy Ratio (CDR). This is the ratio between the valid clicks (Cyaig) and the
reported clicks (Crep):

Number ofValid Clicks(Cvalid)

Number of reported Clicks(Crep)

CDR =

A low CDR (i.e., CDR<0.7) indicates potential click fraud, as it suggests that the publisher is reporting
significantly more clicks than were validated.

Conversion Rate: Conversion rate is a key metric in digital advertising to measure the effectiveness of an ad
campaign. It is defined as the ratio of rider acquisitions (R) to the total number of valid clicks (Cyaiig)

Number of Riders Acquired (R)

CR =
Number of Valid Clicks(Cvalid)

X 100

A drop in the conversion rate after a publisher is turned off indicates that the ad spend on that publisher was
ineffective, potentially because of fraud. When fraud is detected, the conversion rate is artificially inflated
before the fraud is identified.

Impact on Rider Acquisition: The Rider acquisitions (R) depend on both paid and organic channels. When a
publisher is turned off, organic acquisitions (O) can remain stable or even increase, indicating that paid ads were
not contributing incrementally. The incremental impact of a publisher on rider acquisition can be calculated
using the difference in acquisitions before and after the publisher is turned off:

AR = Ryre—orr — Rpost—orr

If AR is close to zero, it suggests that the publisher was not contributing meaningfully to rider acquisition and
was potentially engaged in fraudulent activity.

Cost Per Acquisition (CPA): The Cost per acquisition is another key metric in evaluating advertising
efficiency. It is calculated as:

_ Total Spend (S)
"~ Number of Riders acquired (R)

CPA

If the CPA remains constant or decreases after turning off a publisher, it suggests that the publisher was not
contributing significantly to the rider acquisitions. A sharp increase in CPA would imply that the publisher was
delivering valid conversions.

Attribution of fraudulent installs: One of the main fraud mechanisms uncovered by Uber was install
hijacking, where fraudulent publishers falsely claimed credit for organic installs. The install attribution error can
be measured using the following formula:

Crep — Cvalid
Install Error = —
Crep

Install error rate is the ratio of overstated clicks calculated by removing valid clicks from the total reported
clicks to total reported clicks. Higher install error rate indicates a greater degree of misattribution fraud.
Fraud Detection Thresholds: To automate fraud detection, thresholds were established based on the observed
metrics. Fraud was flagged when certain criteria were met, such as:

e CDR<0.7

e AR =0 (No incremental contribution to acquisitions)

e Install Error > 0.2
These thresholds were validated through multiple simulations in the synthetic dataset and adjusted based on
real-world data from the Uber case.
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Click-Through Rate (CTR): The percentage of users who click on a link or call to action within an email,
advertisement, or webpage.

Number of Clicks
CTR = - x 100
Number of Impressions

4. Data Description

The synthetic dataset generated for this study simulates the process by which Uber uncovered ad fraud. The
dataset comprises multiple columns representing key metrics used in Uber's analysis of its digital advertising
campaigns. Below is a detailed description of the variables included in the dataset:

Table 1. Data Description

Variable Name Description Data Type
The data covers a range of time points across which ad
Date performance and fraud detection activities were measured. Date
The ad networks or publishers advertiser worked with to
Publisher display ads. Categorical
Amount of money (in dollars) spent on ads for each Numerical
Ad_Spend publisher per day (Float)
Rider_Acquisitions Number of new riders acquired through paid ads Numerical
Number of new riders who signed up without being exposed
Organic_Acquisitions to any paid advertising Numerical
Clicks_Reported Number of clicks reported by each publisher on ads Numerical
Valid_Clicks Number of verified clicks that are legitimate Numerical
The percentage of total app installs attributed to each Numerical
Install_Attribution publisher. (Float)

A binary indicator (0 or 1) representing whether advertiser
Publisher_Turned_Off turned off advertising from a particular publisher. Binary

The number of riders acquired through organic channels
Rider_Acquisitions_Post_Shutdown after a publisher’s ads were turned off Numeric

A binary indicator (0 or 1) that identifies whether fraud was
Fraud_Detected detected for a particular publisher Binary

If fraud was detected, this column specifies the type of
fraud identified, such as "Click Flooding," "Install
Fraud_Type Hijacking," or "Misattribution." Categorical

5. Result and Discussion

This section presents the results of the analysis conducted on a synthetic dataset designed to simulate ad spend
fraud, focusing on Uber's experience in uncovering fraudulent practices among its ad publishers. The analysis
examines key metrics such as the relationship between ad spend and rider acquisitions, click discrepancy ratios,
the impact of publisher shutdowns, fraud detection, and cost per acquisition (CPA) across various publishers.
The results are illustrated through a series of visualizations that highlight critical insights into ad performance
and the presence of fraudulent activity. These findings offer a detailed understanding of how Uber detected
inefficiencies in its ad spend, identified fraudulent publishers, and took steps to mitigate these issues by turning
off underperforming publishers. The discussion explores each of these findings, shedding light on common
fraud mechanisms such as click flooding, install hijacking, and misattribution, and emphasizing the importance
of rigorous fraud detection mechanisms in digital marketing campaigns.
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The relationship between ad spend and rider acquisitions is illustrated in Fig 1, where we observe a diminishing
returns curve. As ad spend increases, the rate of rider acquisitions grows, but the incremental gain diminishes
beyond certain spend levels. This pattern indicates that while higher ad budgets may lead to more acquisitions,
the efficiency of each additional dollar spent decreases. This phenomenon is common in digital marketing,
where initial investments capture the most engaged audience, and subsequent spend targets less motivated or
harder-to-reach segments.

Ad Spend vs Rider Acquisitions
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Fig 1. Correlation Between Ad Spend and Riders acquired

The Click Discrepancy Ratio (CDR) is a crucial metric in detecting potential ad fraud. Fig. 2 shows the
distribution of CDR values across publishers. A significant portion of the data has CDR values lower than 0.7,
suggesting a substantial number of fraudulent clicks. Fraudulent publishers often inflate the number of reported
clicks without corresponding increases in valid clicks. This discrepancy points to practices like click flooding,
where ad networks artificially generate traffic to deceive advertisers. The peak near 0.9 represents legitimate
publishers with a high ratio of valid to reported clicks.

Distribution of Click Discrepancy Ratio
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Fig 2. Distribution of Click Discrepancy Ratio

Fig 3 demonstrates the impact of shutting down certain publishers on rider acquisitions. For most publishers,
turning off ads did not lead to a substantial decline in rider acquisitions. In fact, for some publishers, the rider
acquisition rates remained constant or even increased, indicating that their contributions were not incremental to
Uber’s growth. This strongly suggests that these publishers were engaged in fraudulent activities, such as
misattributing organic traffic to paid ads. The stable or rising acquisitions post-shutdown highlight how some ad
spend was effectively wasted.
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Rider Acquisitions Before and After Publisher Shutdown
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Fig 3. Rider Acquisitions Before and After turning-off publisher

Fig 4 displays the distribution of different types of fraud detected in the dataset. Install Hijacking was the most
prevalent type of fraud, accounting for nearly 39% of all fraud cases. This occurs when fraudsters falsely claim
credit for organic installs, misleading advertisers into paying for acquisitions they did not drive. Misattribution
and Click Flooding were also significant, representing 36.3% and 24.8% of the fraud, respectively. These fraud
types highlight the need for sophisticated attribution models and robust click validation mechanisms in ad
campaigns.

Distribution of Fraud Types

Click Flooding
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Fig 4. Distribution of Fraud Types Across Publishers

The Cost per Acquisition (CPA), as shown in Fig 5, varied widely across publishers. Publishers B and D had
disproportionately high CPAs, indicating inefficiency in converting ad spend into acquisitions. These high
CPAs are further evidence of fraud or at least inefficiency, as the cost to acquire a rider from these publishers
was significantly higher than from others. In contrast, publishers A, C, and E exhibited more reasonable CPA
values, suggesting that these publishers were more effective in driving rider growth without inflating costs.

Average Cost per Acquisition (CPA) by Publisher
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Fig 6. presents six key metrics for understanding the efficiency of ad spend, fraud detection, and rider
acquisitions using synthetic data. It includes total ad spend vs valid acquisitions, reported vs valid clicks, click
fraud rate, rider acquisitions before and after publisher shutdown, percentage change in acquisitions post-
shutdown, and the correlation between ad spend and rider acquisitions.
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Fig 6. Key Metrics for Analyzing Ad Spend, Fraud, and Rider Acquisitions in Digital Marketing

6. Conclusion

This study explored the impact of ad fraud on digital marketing campaigns, using a synthetic dataset inspired by
Uber’s experience in uncovering fraudulent activity among its ad publishers. The analysis revealed significant
discrepancies between ad spend and rider acquisitions, with evidence of diminishing returns, click
discrepancies, and inflated cost-per-acquisition metrics. Fraud mechanisms such as click flooding, install
hijacking, and misattribution were detected, demonstrating how malicious publishers exploit advertisers by
inflating click and conversion metrics.

By turning off publishers one by one, it was observed that many publishers contributed little to no incremental
value to rider acquisitions. In some cases, rider acquisitions remained steady or even increased after ad
campaigns were paused, further highlighting the prevalence of fraudulent activity. The cost-per-acquisition
analysis further underscored the inefficiencies caused by fraudulent publishers, where some were charging
significantly more per rider acquisition without delivering corresponding results.

This research emphasizes the need for advertisers to implement robust fraud detection and monitoring strategies
in their digital campaigns. Methods such as click discrepancy analysis, rider acquisition tracking, and cost-per-
acquisition comparisons are vital in identifying and mitigating ad fraud. By adopting these practices, companies
can ensure that their ad budgets are allocated effectively and that they are paying only for legitimate,
incremental conversions. The insights from this study provide valuable lessons for advertisers across industries,
offering actionable steps to prevent ad fraud and optimize digital marketing investments.
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