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Abstract Multi-cloud computing is one of the technologies that has received rapid adoption over the years as
many organizations seek to leverage its benefits. From cost reduction to offering scalability, cloud computing
has many benefits to offer to the businesses that integrate it into their operations. That said, the effective use of
this technology calls for users to apply the best practices when it comes to data governance and security. This
paper will explore the said best practices.
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Introduction

Over the past decades, many organizations have integrated cloud computing technologies into their operations
[1]. That said, cloud computing is of many forms, but many of the adopters of this technology have favored a
multi-cloud approach. This form of cloud computing offers organizations many benefits, including reduced
costs of running the business and scalability of the services [2]. With such benefits, it means that any
organization that wants to remain competitive must adopt cloud computing in its operations; otherwise, it faces
the risk of failing to keep up with the pace and growth of its competitors, a scenario that is likely to end up
driving the given organization out of business. That said, the use of a multi-cloud computing approach is not all
smooth. It introduces data governance and security concerns, which must be addressed using the available best
practices.

Best Practices

A. Data Governance Framework

Establish a Comprehensive Data Governance Framework

For organizations using multiple cloud platforms, a strong data governance framework is essential [3]. The
general role of this framework is to provide the fundamental set of rules and procedures that should be used in
managing data across all the cloud environments utilized by an organization. For instance, the set policies and
procedures should define the classification of data and access control. Notably, given that the organization is
using cloud services from more than one provider, it is crucial for the organization to ensure that the set policies
are consistently applied across all cloud platforms utilized [3]. While creating data governance policies might
seem straightforward, implementing them effectively is another story, and for that reason, it is important for an
organization to have a dedicated data governance team to oversee the whole process.

Among the crucial roles that the dedicated team should establish in order to facilitate effective data governance
and security is the classification of data and labeling. While there is no doubt that every type of data should be
protected, it is important to remember that the value of data in relation to the use it has to the organization
varies, and this is an aspect that should be considered while defining a data governance framework. The process
of identifying data elements with respect to their value in the business is what is termed classification. The
identification of the value of data elements should be guided by a number of key factors, which include their
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usage and access control restrictions. The figure below illustrates three types of characteristics that define the
category on which data element should be placed during classification, and security considerations follow each
category.

Data Classification Properties
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The classification of data, as illustrated above, serves the crucial role of guiding the data governance team in
deciding the criticality of the different data elements and, consequently, the type of regulatory requirements that
each data element demands.

B. Identity and Access Management

Implement Robust Identity and Access Management (IAM)

An effective IAM strategy is essential for managing and safeguarding data. Implementing the 1AM is
characterized by the introduction of many security features, one of the most effective and obvious one being
multi-factor authentication (MFA). Through the adoption of MFA, the login process requires additional
information beyond passwords, thereby enhancing security measures to access data. In addition to MFA,
organizations using cloud platforms are supposed to enforce the principle of least privilege. The principle
ensures that users and applications are granted the minimum necessary permissions to perform their duties [5].
This helps to limit the potential damage that could result from compromised credentials or insider threats. In line
with the need to have an IAM strategy in place, the organization should also ensure that there is regular
reviewing and auditing of the user access rights in order to ensure that they are evolving as the organizational
needs evolve, hence meeting the changing security needs.

For instance, employees can leave the organization, which is common in the organizational landscape. The
leaving of the employees can be a consequence of many issues. However, regardless of the reasons that lead to
an employee leaving an organization, it is important for the data governance and security team to remember that
those employees leaving the organization had access rights to the organizational data, and by virtue of the
leaving, they should no longer have access to any type of the organizational data in any of the cloud platform
utilized by the organization. Their access, therefore, should be removed with immediate effect upon their
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leaving the company; otherwise, the data is at risk of unauthorized access. That is, periodically auditing user
permissions and appropriately adjusting access is indispensable in data governance and security. In light of this
discussion, the figure below represents what |AM encompasses.

IAM service components
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Data Encryption and Key Management

Providing data safety in a multi-cloud environment also necessitates employing data encryption strategies
alongside robust key management plans. The modern standards of data security require data security to be
guaranteed all the time. To that end, an organization using cloud services is responsible for ensuring that data is
safe both at rest and in transit by encrypting the data regardless of its state. Encryption is done using algorithms
such as AES and RSA, guaranteeing that at no point is data exposed to unauthorized access, even if underlying
cloud infrastructure is compromised. To further ensure the betterment of the encryption approach in
safeguarding data, it is advisable for the encryption keys to be managed centrally using various methods,
including, using tools such as a key management system (KMS), which ensures that not only does the primary
goal of centralization of keys achieved but additional features such automated key rotations are introduced [8].
Generally, key management is a lifecycle of eight major components as shown in the diagram below.
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Data Visibility and Monitoring

Another best practice with regard to managing and securing data when using multi-cloud computing is enforcing
data visibility and monitoring. This strategy calls for all the activities that involve data to be centralized, hence
making it possible to track data access and usage patterns. Tracking access, as well as the usage of data, ensures
that any case of anomaly is detected on time [4]. In other words, the centralization of these key security aspects
provides the security team with a holistic view of activities in all the cloud platforms utilized by the
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organization, hence making it possible to take the right action at the right time in case of anything, say,
unauthorized access attempts.

Continuous Monitoring and Compliance Automation

As this discussion has already demonstrated, a multi-cloud environment, while it comes with many benefits,
comes with its inherent complexities. Hence, it is possible to put all the above-discussed measures with regard to
data security and governance and still, sometimes, fail to catch some anomalies, especially, when the monitoring
process is not automated. It is for that reason that it is crucial for organizations to automate continuous
monitoring of the security posture across all the cloud platforms they are utilizing. This can be done through
cloud security posture management (CSPM) tools. CSPM tools provide organizations with real-time visibility of
the data in the cloud platforms, facilitating timely detection of any anomaly and making it possible to remediate
security risks before they materialize into real security problems. CSPM tools can be designed in many ways
that are in line with the automation of security posture monitoring. For instance, they can assess cloud resources
against industry-recognized security standards and certifications, such as CIS Benchmarks or the NIST
Cybersecurity Framework, and generate compliance reports. This helps organizations maintain a consistent
security posture across their multi-cloud infrastructure. The figure below is a presentation of how data visibility
and monitoring architecture can be achieved.
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Backup and Disaster Recovery

Another best practice for data governance and security in a multi-cloud environment involves having a reliable
backup and disaster recovery strategy in place [12, 19]. Every organization that utilizes multiple cloud
computing platforms should invest in having a robust backup and recovery plan that addresses data on all the
platforms. The organization, therefore, should have consistent backup policies in place as well as appropriate
backup frequencies [10]. Notably, it is not uncommon for even the most robust technology to fail at times;
hence, it is important for an organization to have regular testing of the backup and recovery processes to ensure
that the working of the processes is assured all the time, avoiding cases of failure, which can occur even in times
when the backup resources are needed the most. That said, it is advisable for an organization to consider
enhancing its resilience by leveraging cloud-based disaster recovery services [11]. These services often provide
advanced features, such as automatic failover and real-time data replication, which are key in ensuring that an
organization is able to recover in case of any unexpected event.

Cloud Provider Security Assurance

Data governance and security also require organizations to explore the security posture of cloud service
providers. The posture of these service providers indicates how secure the data is within their cloud platform
and how effectively users of the platform can manage their data. For this reason, organizations utilizing a multi-
cloud computing approach must seek security assurance from their service providers [13], [20]. Ensuring that all
providers they engage with possess compliance certifications is crucial, as these certificates indicate adherence
to required security and regulatory standards. That said, it is important for organizations to remember that the
regulatory standards are always evolving as the technology advances. Therefore, the evaluation process is not a
one-time process; it should be ongoing, ensuring that the service providers' compliance with the management
and security practices is regularly reviewed. Additionally, it is important for the organization to have clear
service-level agreements (SLAS) that address data protection and incident response [14].

Employee Training and Awareness

Employees play a crucial role in data governance and security [15]. The recognition of this truth, therefore,
requires the organization to ensure that its workforce is well-trained and security-aware, hence fit to promote
effective data governance and security. All organizations using multi-cloud services should provide
comprehensive training to all employees on relevant data governance and security practices [16]. That said,
some security issues, regardless of how well the organization and its providers have addressed governance and
security issues, are set to inevitably happen; therefore, employees should also be trained on timely incident
reporting procedures. The organization should ensure that employees at all levels understand the importance of
safeguarding sensitive information and their role in maintaining the overall security posture of the multi-cloud
infrastructure [17].

Conclusion

In conclusion, a multi-cloud environment is one of the impactful technologies in the business world when it
comes to computing. Many organizations are aware of all the benefits that come with this new technology, and
over the years, cloud computing has experienced rapid growth and adoption as many organizations shift to it.
That said, cloud computing, and particularly multi-cloud computing, comes with a humber of governance and
security challenges that must be addressed. This paper has discussed many of the best practices that
organizations can adopt in managing and securing their data in a multi-cloud environment. Having these
practices in place is meant to ensure that organizations are able to leverage all the benefits that come with multi-
cloud computing while keeping governance and security issues in check.
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