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Abstract This paper provides a comprehensive analysis of the integration of Near Field Communication (NFC)
and cellular smartphone technology in school bus and student tracking systems. It assesses the potential of these
technologies to enhance safety measures, streamline operations, and foster more efficient communication within
educational environments. Through a systematic evaluation of current implementations, benefits, and
challenges, the study aims to offer insights into the effectiveness and viability of utilizing NFC and cellular
technologies to improve student safety and operational efficiency. This paper details the development and
implementation of a proof of concept (POC) for a school bus and student tracking system utilizing Near Field
Communication (NFC) and smartphones.
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1. Introduction

With increasing focus on student safety and operational efficiency, educational institutions are turning to
advanced technologies such as Near Field Communication (NFC) and cellular smartphones. These technologies
hold the promise of revolutionizing student tracking systems and school bus logistics by offering real-time data,
secure communications, and enhanced tracking capabilities. The paper “Integrating Crowdsourced Bluetooth
and NFC Technologies for Enhanced Student Tracking and Optimization of School Systems” [1] outlined the
technical feasibility, benefits and implication of NFC and crowdsource Bluetooth in the School Management
system. This paper examines the application of NFC and cellular technologies in educational settings,
emphasizing their potential to optimize safety protocols and administrative tasks.

2. Technological Overview

Near Field Communication (NFC)

Near Field Communication (NFC) is a set of communication protocols that enable two electronic devices, one of
which is usually a portable device such as a smartphone, to establish communication by bringing them within
about 4 cm of each other. This technology is particularly beneficial in educational environments for its
simplicity and the security it offers in transactions and data exchanges. [2]

NFC operates on the principle of inductive coupling, where an electromagnetic field is used to enable
communication between devices. This technology can operate in three modes: read/write (e.g., reading tags in
smart posters), peer-to-peer (e.g., exchanging files between two smartphones), and card emulation (e.g., making
mobile payments or digital key access) [3].

Cellular Smartphone Technology

Smartphone technology utilizes cellular networks to provide ubiquitous internet access, GPS tracking, and
multimedia functionalities. As described in the paper, smart phones can be used to collect the precise location
and time of the event based on the user action. This provides most efficient and economical solution to gather
the crucial student and school bus information.
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3. Application of NFC and Smartphone in School Bus and Student Tracking Systems: A Proof of Concept
The need for reliable student and bus tracking systems has become increasingly important to ensure the safety
and efficiency of school transportation. Traditional methods often fall short in providing real-time data and easy-
to-use interfaces for stakeholders. This paper explores the application of modern web and mobile technologies to
address these issues through a comprehensive tracking system.

The proof-of-concept system integrates advanced technologies including Angular5 [4], NodeJS [5], Firebase DB
[6], Google Maps API [7], and Bluetooth-connected NFC readers [8] to enhance the safety and efficiency of
school transportation. By leveraging these technologies, the system provides real-time tracking, route
management, and communication features tailored for students, parents, and school administrators. This project
followed international standard 1ISO 7816 [9] and utilized the ACR1255UJ1 NFC reader [8] from Advanced
Card Systems Ltd., demonstrating the feasibility of using consumer technology to improve school transportation
logistics.
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Figure 1: Example School Management System Implementation
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System Architecture
The proof-of-concept was developed using Google Cloud platform [10] as described in the architecture diagram
Figure 4. Proof-of-Concept Technology System Architecture.
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Figure 4: Proof-of-Concept Technology System Architecture The proposed system comprises several
components

e  Frontend: Developed using Angular5 [4], leveraging the CoreUl template for Angular [11] for a
responsive user interface.

e  Backend: NodeJS [5] provides a scalable environment for server-side logic, interfaced with Firebase DB
[6] for real-time database solutions.

e  Location Services: Google Maps API [7] integrated with custom waypoints for precise route
management.

e  Communication: The ACR1255U-J1 NFC reader [8], which connects via Bluetooth to a smartphone app,
facilitates student identification and tracking.

e  Mobile Application: The Mobile Application was developed for Android Smart Phone [12] and utilized
Google Cloud and Google Services APIs for interacting with Cloud infrastructure. We integrated the
Bluetooth device driver SDK [8] [13], provided by NFC card reader supplier, to read NFC cards.

NFC Technology and 1SO 7816 Compliance

NFC technology is pivotal for the identification process in the tracking system. The NFC reader used complies
with 1SO 7816 [9], ensuring security and reliability in electronic transactions and communications. This
standard is critical in safeguarding personal data transmitted during student identification.

Student/Parent Features

Students carry NFC-enabled ID cards that, when scanned upon entering or exiting the bus, register their
location. This information is immediately uploaded to the web via the mobile app connected to the NFC reader.

e  Geofenced Notifications: Alerts are sent to parents when the bus enters or exits predefined geographic
boundaries.

e  Parent Facing App: A dedicated app allows parents to view real-time bus locations and receive
notifications about bus arrivals, departures, and more.

e  Bus Change Notifications: Immediate updates are sent to parents and students if there are any changes to
the bus route or schedule.

Utilizing GPS capabilities of smartphones in conjunction with NFC for boarding and alighting can give a precise
account of student locations during school commutes, enhancing the ability to respond swiftly in emergency
situations [14]. Smartphones facilitate immediate communication between school authorities, parents, and
students. NFC enhances this by allowing quick check-ins at school, triggering instant notifications regarding
student whereabouts [15].
Administration Web Application
The administration portal is designed to manage various aspects of school transportation:

e  Route Management: Administrators can create and modify bus routes.

e  Student Management: Each student’s information and transportation details are manageable through the
app.
Bus-Route Mapping: Buses are assigned specific routes that can be monitored and adjusted as needed.
Student-Route Mapping: Students are linked to their specific bus routes, which helps in managing daily
transportation.
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Figure 5: Admin Website Interface 1
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Figure 6: Admin Website Interface 2

4. Results & Benefits of NFC and Cellular Technologies

Enhanced Security and Safety

Utilizing the combination of NFC and smartphones we were able to validate two layers of security: NFC for
controlled access and smartphones for real-time tracking and communication, this has significantly enhanced
student safety.

Operational Efficiency

Through the parents’ interviews, we were able to validate the efficiencies for parents. They were able to track
the bus location and geofenced notification was most convenient feature for them, especially in winter season.
Improved Data Management

We were able to derive some valuable insights through real-time data collection. We were able to derive on-time
arrival statistics for school bus, students’ attendance rate, average bus stop duration, and various others.

The integration of NFC technology and smartphone apps into school bus transportation presents a significant
enhancement over traditional systems. The use of real-time data and automated systems improves the reliability
of student tracking and bus routing. Furthermore, by incorporating established standards like 1SO 7816, the
system ensures the security and integrity of data.

5. Challenges and Ethical Considerations

All the ethical considerations and challenges as described in original paper [1] are very much valid and need
further evaluation. Through user interviews we were able to gather insightful concerns of collecting and
managing large amounts of data through smartphones and NFC, privacy issues, and data protection laws.
School expresses reliance on technological solutions may create vulnerabilities, such as system failures or data
breaches, which could disrupt school operations. They also expressed concerns over initial costs for setting up
NFC and cellular-based systems to be high and requiring significant investment and training.

6. Conclusion
The integration of Near Field Communication (NFC) and cellular smartphone technology into school bus and
student tracking systems has demonstrated considerable benefits in enhancing safety and operational efficiency.
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The proof of concept (POC) detailed in this study showcases how these technologies can revolutionize the
management of school transportation by providing real-time tracking, secure student identification, and
enhanced communication capabilities. Significantly, the application of NFC technology, compliant with 1SO
7816 standards, ensures robust security measures that are pivotal for protecting sensitive student data during
transactions. The implementation of cellular technology complements this by enabling continuous
communication and location tracking, which are essential for real-time responsiveness in everyday school
operations and during emergencies.

Despite these advancements, the deployment of such sophisticated systems is not without challenges. The
primary concerns include the high initial setup costs, the complexity of maintaining the technology, and the
need for continuous training of school staff and administration. Additionally, privacy concerns related to the
handling of personal data and the potential for technological failures necessitate careful planning and robust
system design to mitigate risks.

The successful execution of the POC within this study also highlights the importance of stakeholder engagement
in the adaptation process. Feedback from parents, students, and school administrators has been crucial in
refining the system to meet actual user needs while addressing privacy and security concerns effectively. For
future work, there is potential to scale this system to larger educational districts, enhancing features such as
machine learning algorithms for predictive analytics in routing and scheduling. Continued innovation, coupled
with stringent adherence to ethical standards, will be essential to fully realize the potential of NFC and
smartphone technologies in educational environments.

This study lays a solid foundation for future explorations into the use of emerging technologies to improve the
safety and efficiency of school transportation systems. As these technologies evolve, so too will their
applications, promising even greater impacts on school logistics and student safety in the years to come.
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