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Abstract: In the evolving landscape of cloud computing, microservices have become a fundamental
architectural style, especially for large-scale applications. This paper examines the scalability and performance
of .NET microservices deployed on Azure Kubernetes Service (AKS). Through a series of experiments, we
analyze various configurations and optimizations to enhance service scalability and performance. Our results
demonstrate significant improvements in resource utilization and response times, contributing to more efficient
and resilient cloud- native applications.
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Introduction

The adoption of microservices architecture has transformed the development and deployment of large-scale
applications, promoting agility, scalability, and maintainability. Microservices decompose monolithic
applications into smaller, independent services that can be developed, deployed, and scaled independently. This
architectural style enables teams to iterate rapidly, integrate new features seamlessly, and respond quickly to
changing business requirements. Azure Kubernetes Service (AKS) provides a managed Kubernetes
environment, which automates the deployment, scaling, and operations of containerized applications. AKS
integrates seamlessly with the Azure ecosystem, offering robust tools for monitoring, security, and continuous
integration and delivery (CI/CD). Despite these advantages, optimizing the scalability and performance of
microservices on AKS requires careful consideration of several factors, including resource allocation, load
balancing, and auto-scaling mechanisms. The .NET platform, particularly with the advent of .NET Core, has
become a preferred choice for developing microservices due to its cross-platform capabilities, high performance,
and extensive library support. Deploying .NET microservices on AKS presents unique challenges and
opportunities. Effective resource management, efficient inter-service communication, and resilient service
orchestration are critical to ensuring optimal performance. In this paper, we explore strategies to enhance the
scalability and performance of .NET microservices on AKS. We focus on several key areas:

Resource Allocation: Effective allocation of CPU and memory resources to ensure optimal performance
without over-provisioning.

Load Balancing: Implementing robust load balancing strategies to distribute traffic evenly across services.
Auto-scaling: Utilizing Kubernetes auto-scaling features to dynamically adjust the number of service instances
based on demand.

Monitoring and Observability: Leveraging Azure Monitor and Prometheus for real-time insights into
application performance and resource utilization. The primary contributions of this paper are:

Experimental Analysis: A comprehensive set of experiments comparing different configurations and
optimizations for .NET microservices on AKS.
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Performance Metrics: Detailed performance metrics including CPU and memory utilization, response times,
and throughput.

Best Practices: Recommendations for best practices in deploying and managing .NET microservices on AKS.
Our experiments are designed to provide actionable in- sights for practitioners aiming to enhance the scalability
and performance of their microservices applications. By systematically analyzing different configurations, we
identify the most effective strategies for optimizing resource utilization and improving application
responsiveness.

The remainder of this paper is structured as follows: Section Il reviews related work on microservices
performance optimization and Kubernetes management. Section IIl outlines our experimental setup and
methodologies. Section IV presents the results of our experiments, followed by a discussion in Section V.
Finally, Section VI concludes the paper with a summary of findings and suggestions for future research.

Related Work

The optimization of microservices on cloud platforms has been a focus of considerable research, particularly in
the context of container orchestration and resource management. This section reviews relevant studies on
Kubernetes optimization, .NET microservices performance, and cloud-native applications.

A. Container Orchestration and Resource Management

Container orchestration, particularly with Kubernetes, has been extensively studied to improve the efficiency
and performance of microservices. Smith and Doe [1] discuss the principles of container orchestration in cloud
computing, emphasizing the importance of efficient resource allocation and scaling mechanisms. They highlight
that Kubernetes’ native features such as pod scheduling, auto-scaling, and service discovery are crucial for
managing microservices at scale. Brown and Green [2] explore resource management techniques specifically
designed for microservices. Their work presents a comparative analysis of different resource allocation
strategies, including static and dynamic provisioning. They conclude that dynamic provisioning, supported by
Kubernetes’ Horizontal Pod Autoscaler (HPA) and Vertical Pod Autoscaler (VPA), significantly improves
resource utilization and application performance.

B. Kubernetes Scheduling and Auto-scaling

The scheduling algorithms in Kubernetes play a vital role in optimizing the placement of pods on nodes, thereby
impacting overall system performance. Taylor and Miller [3] review various Kubernetes scheduling algorithms,
including default algorithms and custom schedulers. Their study demonstrates that custom schedulers, which
consider factors such as pod affinity/anti-affinity and resource requests/limits, can lead to better resource
distribution and reduced contention. Johnson and Wilson [4] investigate auto-scaling mechanisms for cloud
applications, focusing on Kubernetes” HPA and VPA. Their experiments show that HPA, which scales pods
based on CPU and memory utilization, can effectively handle variable workloads. However, they also point out
the need for advanced scaling policies that consider application- specific metrics and predictive analytics.

C. Performance Tuning of .NET Applications

The performance of .NET applications, particularly in microservices architectures, has been a subject of in-
depth re- search. Lee and Hall [5] provide a comprehensive guide to performance tuning for .NET applications.
They cover various optimization techniques, including garbage collection tuning, asynchronous programming,
and efficient use of caching. Their findings suggest that proper tuning of these parameters can lead to substantial
performance gains in .NET microservices. Anderson and Harris [6] discuss deployment strategies for .NET
microservices, emphasizing the importance of continuous integration and continuous deployment (CI/CD)
pipelines. They highlight that using CI/CD practices, combined with automated testing and monitoring, can
significantly reduce deployment times and improve application reliability.

D. Cloud-native Application Optimization

The broader context of cloud-native application optimization is also relevant to this research. Williams et al. [7]
examine the challenges and best practices for developing cloud-native applications. They argue that cloud-
native principles such as microservices architecture, containerization, and DevOps practices are essential for
achieving scalability and resilience. Their work underscores the need for a holistic approach that integrates
application design, infrastructure management, and operational practices. Kim and Park [8] study the impact of
cloud infrastructure on application performance. Their research indicates that cloud providers’ infrastructure,
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including virtual machines, networking, and storage services, can significantly influence application
performance. They recommend leveraging managed services and infrastructure-as-code (l1aC) tools to streamline
resource provisioning and management.

E. Monitoring and Observability

Monitoring and observability are critical for maintaining the performance and reliability of microservices.
Zhang et al. [9] explore various monitoring tools and techniques for microservices, including distributed tracing,
log aggregation, and metrics collection. They emphasize the importance of real-time monitoring and proactive
alerting in identifying and resolving performance bottlenecks. Wang and Liu [10] discuss the role of
observability in cloud- native applications. They introduce a framework for implementing observability, which
includes metrics, logs, and traces (commonly known as the “three pillars” of observability). Their framework
aims to provide comprehensive visibility into application behavior, enabling faster diagnosis and resolution of
issues.

F. Additional Related Work

Liu and Zhang [11] analyze the impact of service mesh architectures on microservices performance,
highlighting improvements in traffic management and security. Chen et al. [12] discuss the use of Al-based
predictive scaling in Kuber- netes to anticipate workload changes and optimize resource allocation. Singh and
Sharma [13] explore the integration of serverless functions with microservices to enhance scalability and reduce
operational overhead. Johnson and Brown [14] review multi-cluster Kubernetes deployments, focusing on the
challenges and benefits of managing microservices across multiple clusters. Ahmed et al. [15] present a case
study on the migration of legacy monolithic applications to microservices on AKS, demonstrating significant
performance improvements. Nguyen and Tran [16] investigate the use of service mesh for enhanced security
and observability in microservices architectures. Lee et al. [17] examine the effects of different container
runtime environments on the performance of .NET microservices. Rodriguez and Kim [18] propose a hybrid
auto-scaling strategy that combines HPA and VPA with reinforcement learning techniques. Patel and Gupta [19]
discuss the challenges and solutions for stateful microservices in Kubernetes environments. O’Connor et al. [20]
analyze the impact of network policies on the performance and security of microservices deployed on AKS.
Hernandez and Martin [21] evaluate the effectiveness of different logging and monitoring tools for .NET
microservices in Kubernetes. Wu and Zhao [22] study the impact of storage backend choices on the
performance of stateful microservices in AKS. Cheng and Lin [23] present a framework for automated testing
and continuous delivery of microservices on AKS. Smith and Johnson [24] discuss the role of container
orchestration in supporting microservices resilience and fault tolerance. Gonzalez et al. [25] explore the benefits
and limitations of using Kubernetes operators for managing complex microservices deployments.

Experimentation

Our experimentation involves deploying a sample .NET microservices application on AKS. The application
comprises several services including web, data processing, and database services. We conducted experiments
under various configurations, including default AKS settings, optimized Kubernetes scheduling, and custom
resource allocation.

A. Experimental Setup

The experimental setup involved the following components and configurations:

e Azure Kubernetes Service (AKS): We used an AKS cluster with multiple node pools, each
configured with different resource specifications to evaluate performance under varying conditions.
The cluster was configured with both standard and high-performance virtual machine (VM) instances.

* .NET Core 3.1 Microservices Application: A sample microservices application was developed using
.NET Core 3.1. The application consisted of several loosely coupled services, including a web
frontend, a set of backend APIs, a data processing service, and a database service.

e Monitoring Tools: Azure Monitor and Prometheus were used for real-time monitoring of resource
utilization, response times, and other performance metrics. Grafana was employed to visualize the
collected data.

» Load Testing Tools: Apache JMeter was used to simulate different levels of load on the application,
allowing us to observe the impact of various configurations under stress.
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B. Metrics
To comprehensively evaluate the performance of our microservices application, we focused on the following
key metrics:

CPU Utilization: The percentage of CPU resources used by the microservices.

Memory Utilization: The amount of memory consumed by the microservices.

Response Time: The time taken to process requests, measured from the moment a request is received
until a response is sent.

Throughput: The number of requests processed per second.

Pod Scaling Efficiency: The responsiveness and accuracy of the auto-scaling mechanism in adjusting
the number of pods based on load.

C. Configurations Tested
We tested the following configurations to identify the most effective strategies for enhancing scalability and
performance:

Default AKS Configuration: The default settings pro- vided by AKS, which include standard
resource allocation and scheduling policies.

Optimized Node Pools: Node pools configured with dedicated resources tailored to the specific needs
of different services. For example, compute-intensive services were assigned high-performance VMs,
while less demanding services used standard VMs.

Custom Kubernetes Scheduler: A custom scheduler was implemented to optimize pod placement
based on resource demands and affinity rules. This scheduler aimed to reduce resource contention and
improve overall system efficiency.

Horizontal Pod Autoscaler (HPA) Configuration: Various HPA settings were tested to determine
the optimal thresholds and scaling policies for dynamically adjusting the number of pods in response to
CPU and memory usage.

Vertical Pod Autoscaler (VPA) Configuration: VPA was configured to automatically adjust the
resource requests and limits of pods based on their observed usage, ensuring that each pod received the
appropriate amount of resources.

Service Mesh Implementation: Istio service mesh was deployed to manage inter-service
communication, providing features such as traffic management, load balancing, and telemetry.

D. Experimental Procedure
The experiments were conducted in the following steps:

Baseline Measurement: Baseline performance metrics were collected using the default AKS
configuration. This provided a reference point for comparing the effects of subsequent optimizations.
Configuration Changes: Each configuration change (e.g.,  optimized node  pools,  custom
scheduler, HPA/VPA adjustments) was applied individually. The application was deployed and
subjected to a consistent load using Apache JMeter.

Data Collection: During each test, CPU and memory utilization, response times, throughput, and pod
scaling efficiency were monitored and recorded. Azure Monitor and Prometheus collected these
metrics, which were then visualized in Grafana.

Analysis: The collected data were analyzed to identify improvements in performance and scalability.
Comparative analysis was performed to evaluate the effectiveness of each configuration against the
baseline.

E. Challenges and Considerations
Several challenges were encountered during the experimentation process:

e

Load Simulation: Accurately simulating real-world load patterns was challenging. Apache JMeter was
configured to generate varying load levels to mimic different usage scenarios.

Resource Contention: Managing resource contention between services, especially under high load,
required careful configuration of node pools and scheduling policies.

Monitoring Overhead: The use of monitoring tools introduced some overhead, which was accounted
for in the analysis to ensure accurate performance measurement.
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e Configuration Complexity: Implementing and managing custom configurations (e.g., custom
scheduler, service mesh) added complexity to the experimentation process. Detailed documentation and
automation scripts were developed to streamline these tasks.

Results

The results of our experiments are summarized in Table |. Each configuration’s impact on key performance

metrics is presented, demonstrating varying levels of improvement in resource utilization and response times.
Table 1: Performance Metrics Comparison

Configuration CPU Utilization Memory Utilization Response Time (ms)
Default AKS 75% 80% 120
Optimized Node Pools 65% 70% 95
Custom Scheduler 60% 65% 85
HPA/VPA Optimized 55% 60% 75
Service Mesh 50% 55% 70

A. CPU and Memory Utilization
The CPU and memory utilization metrics were monitored across different configurations to evaluate resource
efficiency. Table I1 presents the average CPU and memory utilization for each configuration.

Table 2: CPU and Memory Utilization Comparison

Configuration CPU Utilization Memory Utilization
Default AKS 75% 80%
Optimized Node Pools 65% 70%
Custom Scheduler 60% 65%
HPA/VPA Optimized 55% 60%
Service Mesh 50% 55%

The results indicate that optimized node pools and a custom Kubernetes scheduler significantly reduce CPU and
memory utilization. The introduction of HPA/VPA further enhances resource efficiency, achieving the lowest
utilization rates when combined with a service mesh.

B. Response Times
Response times were measured to assess the impact of each configuration on application performance. Figure 1

illustrates the average response times for each configuration.

Perfarmands Mabfrics Compansan

£ Ll Lo rastior [ _— Benperris Terss O 120
T

i Laoa]
Lo

o
4 G0
T

&0
2]

e
10

= - )

£

Resporde Time (ms]

LitilEakicn (%]

o

Tl

AKS

Posls

&

Dl

Cuslom Schedule
Service Mies

Dptimized g
HPAAVP, Ot

Cenilageorat bown

Fig. 1. Average Response Times for Different Configurations

As shown in Figure 1, the default AKS configuration resulted in the highest average response time of 120
milliseconds. Optimized node pools and a custom scheduler reduced the response times to 95 milliseconds and
85 milliseconds, respectively. The most significant improvement was observed with the HPA/VVPA optimized
configuration and service mesh, achieving response times of 75 milliseconds and 70 milliseconds, respectively.
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C. Throughput
Throughput, measured as the number of requests processed per second, is a critical metric for evaluating the
scalability of the microservices application. Table 111 presents the throughput for each configuration.

Table 3: Throughput Comparison

Configuration Throughput (requests/second)
Default AKS 500
Optimized Node Pools 600
Custom Scheduler 650
HPA/VPA Optimized 700
Service Mesh 750

The throughput results in Table Il indicate that the default AKS configuration supports a throughput of 500
requests per second. Optimized node pools and a custom scheduler increase the throughput to 600 and 650
requests per second, respectively. The highest throughput is achieved with the HPA/VPA optimized
configuration and service mesh, reaching 700 and 750 requests per second, respectively.

D. Pod Scaling Efficiency

Pod scaling efficiency was evaluated by monitoring the responsiveness and accuracy of the Horizontal Pod
Autoscaler (HPA) and Vertical Pod Autoscaler (VPA). Table ?? summarizes the scaling efficiency for each
configuration. Table ?? shows that the default AKS configuration exhibits a scaling latency of 30 seconds and
an accuracy of 80%. Optimized node pools and a custom scheduler improve scaling latency and accuracy to 25
seconds/85% and 20 seconds/90%, respectively. The HPA/VPA optimized configuration and service mesh
achieve the best results, with scaling latencies of 15 and 10 seconds and accuracies of 95% and 98%,
respectively.

E. Discussion of Results

The results demonstrate that each optimization strategy contributes to improved performance and scalability of
.NET microservices on AKS. The use of optimized node pools reduces resource contention by tailoring resource
allocation to the specific needs of each service. Custom schedulers further enhance resource utilization by
considering factors such as pod affinity and resource requests. The integration of HPA and VPA provides
dynamic scaling capabilities, ensuring that the application can handle varying workloads efficiently. This
dynamic adjustment of resources reduces the risk of over-provisioning or under-provisioning, leading to better
overall performance. The implementation of a service mesh, such as Istio, intro- duces advanced traffic
management and observability features. This not only improves response times and throughput but also
enhances the reliability and security of inter-service communications. Overall, the results validate the
effectiveness of these optimization strategies in enhancing the scalability and performance of .NET
microservices on AKS. These findings provide valuable insights for practitioners and researchers aiming to
optimize their microservices deployments in cloud environments.

Discussion

The experiments reveal that optimized node pools and a custom Kubernetes scheduler significantly enhance
performance. The reduction in CPU and memory utilization indicates better resource management, while the
decreased response times suggest improved application responsiveness. These findings align with previous
research, confirming the efficacy of tailored configurations in cloud environments.

Conclusion

This study underscores the importance of optimizing Kubernetes configurations to enhance the scalability and
performance of .NET microservices on AKS. Future work will explore advanced auto-scaling techniques and
integration with other Azure services to further improve resilience and efficiency.
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