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Abstract One of the most important challenges in the field of technology and in particular mobile devices is the 

safety and privacy of users. The safety of mobile devices has begun as a cottage industry. It has evolved from 

hobby to a strong industry. No application and no software can be completely safe. With the emergence of 

mobile devices in the global market and with their increasing use as a replacement for personal computers, new 

questions and new problems arise for security researchers. This paper presents the security threats and issues 

that are commonly faced in android phones and applications. Moreover, it proposes, describes and evaluates the 

most familiar methods for secure mobile usage. 
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1. Introduction 

Security is one of the most serious issues facing the Android Platform. Most Android devices don't receive 

security updates, while antivirus applications available in Store Play are not a solution to all security threats [1]. 

This threat grows bigger as the number of Android devises increases. The Google mentions that there are around 

1.6 billion Android devices in 2018. This number however, according to recent surveys to be quite larger. 

The operating of Google owns a stake in global mobile market, amounting to 86.2%. Second comes the iOS of 

Apple with a share at 12.9%. This statistic shows the global market share of the leading smartphone operating 

systems, in terms of sales to end-users, from 2009 to 2018. The first quarter of 2018, 85.9% of all smartphones 

sold to end-users were phones with Android operating system [2]. 

 

2. Smartphone operating systems 

Smartphone operating systems are operating systems that work with smartphones, PDA, tablet and other mobile 

devices. An operating system allows these devices to run applications and programs, therefore, offering 

advanced functionality in mobile devices that were previously limited to desktop computers. 

The oldest operating system, Symbian, was the first popular smartphone operating system in the world. With the 

launch of the 2000 Ericsson's R380, Symbian was the first modern mobile operating system on a smartphone. 

Until 2009, the Symbian accounted for almost half of the global smartphone operating system market. 

RIM/Blackberry, also a pioneer in this market, held about 20% of the stock. The Apple unveiled the first iPhone 

model in the consumer market in 2007. Before the release of Apple's iPhone in 2007, smartphones were rather 

niche product and had not yet achieved mass appeal. By 2016, the iOS of Apple is the second most popular 

operating system for smartphones. By 2011, the market share of Apple's iOS ranged between 14 and 21%. 

The Android, which was presented by Google in 2007, is the most popular smartphone operating system in the 

world by 2016. Since it was released, sales of smartphone running on Android have increased sharply in recent 

years. In 2009, sold 6.8 million smartphone with Android. Until 2015, this figure had risen to more than 1.16 
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billion. The Android accounted for approximately 85% of all smartphone sales to end users worldwide in early 

2016. 

 

3. The more dangerous versions of the operating 

One of the biggest problems with security on Android is the many versions of the operating system. There are so 

many versions, given the opportunity in malware attacks to be very flexible in the choice of their goal. Unlike 

other operating, where users in the majority of them upgrade their device to a newer version of the OS, not all 

Android users are moving to the corresponding action. Since new versions of Android come with increased 

hardware requirements, not all devices can follow the upgrading race. In May 2016, the lion's share of Android 

devices owned the pretty older version, the KitKat with 32.5%. The later Marshmallow ranked fifth with low 

rate of around 7.5% [3]. 

3.1 The biggest problems with security on Android 

The open source of Android, the ease with which developers can create applications, and a wide variety of 

markets outside the Play Store have raised problems concerning the safety in Android [4]. Android has become 

the most attractive target for malicious software, trending to overtake Windows on laptops. In late 2014, 

infection rates among Android devices and laptop with Windows were at the same level. 

3.2 The web threats [5] 

The dangers of the web, is a constant threat for Android devices, due to the fact that we are constantly connected 

to the Internet. Unauthorized access to harmful websites may infect the device with malicious software. There is 

also the threat of Phishing aimed at Android, just as it does with the PC and Mac. Phishing uses text messaging, 

email, and social media to trick users and threatens sensitive data. 

3.3 Malware threats 

The greatest dangers lie in malware [6-8]. Malware is designed with a view to take control on Android device 

[9]. Usually this danger lies in applications that are outside of the Play Store. The worrying thing for mobile 

devices is that the malware have mostly targeted the Android [10]. A new malware appears every 9 seconds 

[11]. We can get a picture of the current threats here, where we see exactly where aimed at Android device [12]. 

 

Table 1: Where exactly aimed at Android device 

 
Functionality of a Botnet 

 
Gaining root access or at least tries to convince the user to root the phone 

 
Download through the official Google market Play 

 
Sending paid SMS messages or malicious 

 
Stealing location information 

 
Information stealing to a remote server 

 
Installing other applications or binaries 

 
Potentially unwanted application ("Hacker"-Tools) 

 
Banking Trojan that is able to monitor and modify their bank certification codes (mTAN messages).  

 
Trojan that can infect a connected PC with Windows.  

 
Trojan that encrypts all your personal data on the device. 

 

3.4 Reducing the problems with security on Android 

The only way to completely avoid the malware is to remove all extra applications. However, this is practically 

impossible and not practical. 
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3.5 Unknown sources and device management 

The risk of malware will decrease, if we do not allow installing applications from other stores. If the app does 

not exist in the Store Play or found it somewhere else for free, we must be absolutely sure that deserves our 

confidence before the download. In addition, you need to check daily if we give our app to someone unwittingly 

administrator rights. In this case no-choose the applications that do not trust, and if necessary the delete if we 

need. 

3.6 Software updates 

If Android publishes/offers a newer version, then we should immediately try to upgrade our android device to 

the newer version [13]. The newer the Andoid version of our device, the older the malware risks. 

3.7 Aware of the risks of rooting 

It is tempting to do root in mobile, in order to have access to certain applications or services. However, the 

rooting the device will reduce even further the already problematic security in Android. If we are determined for 

the root, we should be ready for more malware attacks [14].  

3.8 Encryption of sensitive information 

If the Android device includes data encryption functions, it is a very good idea to use these functions. This will 

reduce drastically the malware attacks aimed at collecting valuable data. If we don't have encryption capabilities 

in the device, it is important not to store data relating to accounts and bank cards. In addition, avoid to store 

information related to other critical personal data. 

3.9 Check the evaluations of new applications 

When we find a new application that we want to download, it is advisable to first read the reviews from other 

users. If the application is problematic in any way, be confirmed by comments. If there is no comment, maybe 

you should wait and not take risks. 

3.10 Delete not enough 

Experts on safety issues in Android indicate that if the device is infected with malicious software aimed at 

rooting, it is not sure that by deleting the program the contamination will be removed. The only safe way to 

permanently get rid of the breach, is to create security copies of all data, and restore the device to factory 

settings. 

3.11 The minimum features of antivirus 

All antivirus applications upgrade their database only after there is a victim of malicious programs. The only 

thing can offer antivirus apps, is the scan and announce that the device has been contaminated. It is no 

coincidence that Google through the responsible in matters to security in Android, Adrian Ludwig, States that 

all antivirus applications are almost useless. The company insists that the newer versions of Android have built 

powerful protection from viruses. However, the controversial hypothesis is that Google recently confirmed with 

the official announcement that 420 million Android devices are exposed because they do not receive security 

updates. 

3.12 Regular checking for malware 

If you antivirus you might need us. The daily routine scans offered is relatively useful and something more than 

necessary. If nothing else, you'll learn about the invasion of malicious software. 

 

4. Methods For Secure Mobile Usage 

The mobile phone has become an integral part of our lives. Undoubtedly, a separate role is played by the 

device's safety, as well as the data that it contains. In this guide we will look at all possible ways for the mobile 

lock, in order to take the right decisions, depending on our needs [9, 15]. 

 

Mobile lock 

Mobile lock is a very important case [16]. The lock screen is a function that provides many features, especially 

if you install third-party applications. In particular, apart from deleting contacts or calls, an unlocked phone, in 

case of loss or theft, exposes all our personal data to someone unknown. Fortunately there are some methods 

thanks to which we can feel more secure when using our intelligent device [17]. 
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4.1 PIN Code  

One option is the adoption of a PIN code for the protection of our smartphone [9, 16]. In this way, every time 

you are locked and require an action, you need to type this code. The advantage is that we can establish a 

password which you will remember easily. Also, it is less difficult to memorize than a password [13]. It is 

suggested, of course, avoiding the obvious PIN codes like 0000, 1234, etc… In the event, however, that the pin 

code has too many digits, then the phone lock is easy, while perhaps the unlocking is difficult. 

 Advantages: it is easier to import from a password.  

 Disadvantages: a powerful PIN code can be difficult to remember. 

 When to use it: as a backup to a biometric security option. 

 

4.2Password  

The security of our mobile code remains one of the safest methods for blocking mobile [18]. In particular, a very 

powerful and complex code protect us fully from an unauthorized use of our device. More instructions for 

creating strong and secure passwords we can read the following guide: However, it is generally difficult to 

frame repeatedly complex passwords. The best usefulness is in cases where we seek the maximum possible 

security, as for example in mobile banking. 

 Advantages: a strong password is very secure.  

 Disadvantages: It is not convenient to type many times each day.  

 When to use it: When you need the highest level of security. 

 

4.3 Passphrase 

A clever variation of adopting a security code is the creation of a sentence [19]. Specifically, in simple steps, we 

can create a code that nobody ever going to guess, even the largest supercomputer does not have enough force to 

break, and we can remember it with ease. This method is considered safer than simple passwords, as well as 

fingerprint you will see below [20]. Originally, thinking about four common words that do not have some 

connection between them [21]. Let's say, for example: Aqua, sauna, baklava, Moon. Then, with these words, 

make an image in our minds. Can e.g. be in an Aqua sauna, and eat Baklava while looking at the Moon. Now, 

we will always remember these four words. So, we have the passphrase: 

Aquasaunabaklavamoon 

You know how strong the above phrase as code? 

If a supercomputer guess hundred trillion password per second, it would take centuries for 

4.440.000.000.000.000.000.000 to exhaust all possible codes of this size. And of course, if the words are 

unrelated to each other, no one could guess at least easily. If you put a capital letter and a number, the code 

would be more secure.  

The only downside to this method is the same as that of passwords, as it is not convenient to the use ti multiple 

times every day, especially in mobile phone keyboard. 

So we know that most of us use passwords or passphrases for smartphones, emails and other applications and 

services: it is simply a series of characters and digits, usually larger from a password.  

So if your password is MakeUseOf, this can translate to M @ $ k3U £ 0f2006! and it is much more difficult to 

break. 

 

4.4 Pattern design 

An easier and convenient option is the pattern [16, 18]. This method ensures safe and easy unlock phone lock 

[9]. This is a fast system that does not require remembering odd combinations of characters or numbers. 

However, using an easy pattern exposes us to the risk of "guessing" if someone caught our device in their hands, 

or just seeing us to design it. In General does not offer the best level of security. 

 Advantages: Simple and intuitive to use.  

 Disadvantages: Many people choose simple, predictable patterns.  

 When to use it: If you do not have a fingerprint scanner and you don't like the PIN. 
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4.5 Fingerprint 

The fingerprint is a fast, smart and secure way to safeguard our personal data [18]. This is undoubtedly a much 

more convenient option compared to the previous, as neither requires codes to remember, nor to design patterns. 

In addition, it is much harder to copy. The problems, however, arise in this method, derived from the sensitivity 

of the sensor, and how convenient it is for the average user, depending on its position in our device [22]. 

Furthermore, it is not possible to use it if you have gloves, so in this potential, it will require the adoption of an 

alternative method for the mobile lock. 

 Advantages: Fast and safe enough.  

 Disadvantages: The sensors are not always placed in the right spot.  

 When to use it: Is the default for most users. 

 

4.6 Face recognition 

The operation was taken up by the Android devices before 7 years [18]. However it was not popular, because of 

the low level of security provided. According to experts, may soon be a part of our daily lives. The Apple uses 

its own face recognition technology with an infrared sensor. Support that is 20 times more accurate than the 

fingerprint [23-24]. However, this method also has its own problems, as the company itself recommends not 

using this feature by people younger than 13 years of age. Huawei is pioneering in this area, as it is the first 

Android device manufacturer to claim that it uses a better technique than Apple, although it has not yet applied 

to any device in circulation [25]. Some devices like the Samsung Galaxy S9 have similar mode of operation. In 

particular, they record a two-dimensional image with the front camera. It's an easy and fast technique, but it can 

easily be fooled if we wear glasses or we stand in the wrong lighting. In general, this method can even be used 

for payment services. 

• Advantages: Quickly unlocks your phone at a glance. 

• Disadvantages: It is not very safe in its current form. 

• When to use it: Only if you do not need access to banking applications or payment applications.. 

 

4.7 Biometric methods 

Recognition through our biometric features is a relatively modern way of locking mobile security [26]. The best 

and widespread in areas where high security is required, such as airports and banks, is the scanning of the retina 

iris. This system is not yet compatible with Android as a whole. In particular, it is available on Samsung 

devices, such as the Galaxy S9 & Note 8. Fortunately, it is expected to be incorporated into Android P coming 

soon. 
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• Advantages: One of the most secure forms of biometric identifiers. 

• Disadvantages: May be blocked by bright light or glasses. 

• When to use it: If you prefer it from your fingerprint scanner. 

 

4.8 Retinal scanning 

With this method we need to stand in the camera and look for a few seconds. Then, the program calculates 

program-based parameters, which "identify" our eye iris. Every eye does not consist of a single, unique color, 

but it has complex motifs that make it unique [27]. The process is carried out by sending near-ultraviolet 

radiation directly to our eye, and then analyzing the iris motifs from its reaction. The program records this data 

to for future use. The advantages of this method include the speed and ease of use. 

However, it requires first to press the activation button on our cell, unlike the fingerprint.  

Additional difficulties are encountered in case of intense light, as well as when wearing sunglasses or contact 

lenses. 

 

4.9 Smart scanning 

This feature for secure mobile lock was created by Samsung [28], and is used in the Galaxy S9 [29]. It is a 

function that combines the two previous methods. Specifically, our device initially attempts to recognize our 

face. If this method fails, it scans our retina. If neither this way works, a mixture of both techniques is used. The 

advantage of this method is the simultaneous and rapid use of multiple alternative recognition methods. 

However, as noted earlier, facial recognition is not safe for particularly sensitive operations, such as electronic 

payments and banking. 

• Advantages: Combines the best of facial and iris scanning. 

• Disadvantages: It is not safe enough to use payment applications. 

• When to use it: If you normally only use Face Recognition. 

 

4.10 Smart Lock 

This feature is preinstalled on Android phones, along with the latest versions of the operating system. It offers 

Android shortcuts for features to automatically unlock the device when the right conditions are met [30]. For 

example, when we are home, we use the location services that we have specified in the settings as safe, and do 

not need codes or pattern to unlock. When connected to a Bluetooth device, such as headphones, car stereo, or 

SmartWatch, the mobile will remain unlocked. On newer devices, Smart Lock recognizes body movement as 

safe by keeping the device unlocked in the pocket or holding it, and locking it when we touch it on a surface. 

Activation of the function is usually found in the "Safety" section of the device. The subsection it is located in, 

differentiates the device accordingly. Samsung is in "Lock Safe Settings" on LG devices in "Screen Lock". 

Once we click on Smart Lock, we see that it contains four or five functions depending on the device. In addition 

to the main security options, Android offers five Smart Lock features. 

 

4.11Body Detection - Body Motion Detection 

This feature keeps the phone unlocked when it feels like carrying it, like in a pocket or bag [30]. Obviously, this 

means that the phone can also be unlocked when it's in someone else's pocket. Detection in the body concerns 

only convenience, not safety. On-body tracking is one of the few Android automatic shortcuts that use the built-

in device accelerometer. Once we unlock the mobile, this feature keeps it unlocked as long as we have it or 

when it's in our pocket. New devices support the learning of the pace with which we walk. If the accelerator 

detects a very different walk, it will lock the device. However, with on-body tracking, there is the risk of total 

access if the device falls into the hands of others as we unlock it. 

 

4.12Trusted places 

Trusted places unlock your phone every time you are in a particular location. This can be your home, school, 

office or wherever you visit regularly. When we are in these places, our device will be kept unlocked. You do 

not have to type the passwords or the pattern to unlock [30]. 
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4.13Trusted devices 

With Trusted Devices, your phone will be unlocked whenever is within a range (about 30 meters) from a 

specific Bluetooth device. The choice for trusted devices is one of the most useful shortcuts on Android, 

especially when driving. By adding the Bluetooth stereo or Near-field communication (NFC) [1, 16] sticker to 

the car phone base, the mobile will remain unlocked when connected to the vehicle [5]. 

 

4.14 Trusted person 

Trusted face has improved since it first appeared on Android, but still it does not offer the same level of security 

[30]. It's quite handy if you just want to protect your data if your phone is stolen or lost. Through this feature, 

the device unlocks recognizing our face. However, it is the least secure feature of Smart Lock. Someone who 

resemble us will be able to unlock the device. 

 

4.15 Voice match 

The voice mapping allows you to use the "Google OK" to unlock your phone. Is a good choice if you use the 

Google Assistant, or if you need access to your phone with a hands free configuration, such as when driving 

[30]. 

 

5. The best Android lock method for your needs 

The proposed method for Android Lock is the usage of the fingerprint scanning combined with a strong 

password or PIN code. Facial and IRIS scanning can become a better option once they are embraced fully by the 

Android. However, the biometric security is not suitable for everyone. There are still some questions about the 

legal consequences of using a fingerprint instead of a password. In addition, all biometric systems on phones 

have been cracked, although usually with extensive technical and sophisticated ways. And while your phone 

should store your fingerprints and IRIS scans safely, some users still worried about privacy issues related to 

biometrics. Whichever method the user chooses, he should remember that any method is better than none. 

 

6. Conclusions 

This paper analyses and evaluates all the possible methods for secure Lock of the Android Devises. Virus 

transmission is usually made through downloaded android applications. Android developers must define their 

application's security architecture that it is as simple as possible and clear. On Android, the most common form 

of malware is the fake applications where the virus creator enforces the malicious code. Users republish the 

infected application as a new free version of the original android application to the alternative market. Malware 

tend to become more intelligent in the way they attacked and the way they are concealed. Malware do not rely 

on exploiting root exploits, but they focus on the ignorance and naivety of the users. Malware also has its own 

weaknesses since it often needs to infect a large number of devices in order to have the ability to quickly launch 

malicious loads. In order to protect our privacy, the safer way is to secure our devise with the most appropriate 

Lock method, so as to prevent unauthorized users to access our android device.  
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