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Abstract Cloud computing refers to an on-demand, self-service Internet infrastructure that enables the user to
access computing resources and services anytime from anywhere. It is widely adopted by healthcare
organizations worldwide. It is becoming a vital tool for healthcare professionals everywhere. It is changing the
way physicians, nurses, clinics, insurance companies, pharmacists, laboratory staff, and hospital staff deliver
cost-effective patient care. The paper briefly discusses the concept of cloud computing, its impact on health
care, it benefits and challenges.
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Introduction

Cloud computing is a new means of providing computing resources and services. It is an on-demand and self-
service Internet infrastructure [1]. It offers large scalable computing and storage, data sharing, on-demand
anytime and anywhere access to resources. Organizations with not enough resources to build their own
infrastructure can now take advantage of the cloud services to suit their specific needs. The adoption of cloud
services is increasingly evolving so that the number of cloud providers is also increasing. Popular, established
providers of cloud services include Amazon AWS, Google Cloud, IBM Cloud, and Microsoft Azure. They have
heavily invested in building large data centers to support cloud computing. They are responsible for providing
computing resources such as hardware and software installation, upgrades, maintenance, backup, data storage,
and security.
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Figure 1: A typical cloud computing platform [2].
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Cloud computing (or cloud) is an emerging new technology that can be integrated with healthcare. The term
“cloud” is used as a metaphor for Internet. A typical cloud computing platform is shown in Figure 1 [2].

The healthcare industry has been hesitant in embracing the cloud computing because of the concern of data
privacy and integrity. It lags behind other industries. Experts claim that cloud computing can improve health
care services and benefit health care research. For example, cloud computing can reduce electronic health record
(EHR) startup expenses and therefore encourage its adoption. Several world-class software companies have
heavily invested in the cloud, extending their offerings for medical records services and promising an explosion
in the storage of personal health information online [3].

The healthcare industry is entering an IT period with mobile and cloud computing technologies at the heart of
the healthcare transformation.

Cloud Characteristics
In order to understand cloud computing in the healthcare industry, we need to understand the basic
characteristics of cloud computing. Cloud computing presents several characteristics such as [4]:

e The pooling of resources

e  Better use of resources

o Elasticity
e  Dynamic (Distributed)
e  Scalability

o Virtualized
From a service point of view, cloud computing includes three models: software, platform, and infrastructure [5].
(1) Software as a service (SaaS): The applications (e.g. EHRs) are hosted by a cloud service provider and made
available to customers over the Internet. As a SaaS, the cloud can offer healthcare organizations on-demand
hosted services. It is a means of providing the electronic medical record (EMR) or electronic health record
(EHR) as a service.
(2) Platform as a service (PaaS): The development tools (e.g. operation systems) are hosted in the cloud and
accessed through a browser. Using a PaaS environment, Microsoft provides a service to supply providers with
networks, servers, and storage.
(3) Infrastructure as a service (laaS): Cloud service providers set up huge infrastructure like servers, storage
devices, hardware, etc. to be used by potential clients. Cloud solutions can offer on-demand computing and
large storage for medical facilities.

There are four cloud computing deployment models [6].

(1) Public cloud: A public cloud is a publicly accessible cloud environment owned by a third-party cloud
provider. The service provider makes resources available to the general public over the Internet on a pay-as-you-
go basis.

(2) Private cloud: A cloud infrastructure is owned and operated solely for a single organization. Organizations
build their own cloud infrastructure for use by their business units. Healthcare organizations can also choose
between private cloud or public cloud.

(3) Community cloud: A community cloud is similar to a public cloud except that its access is limited to a
specific community of cloud consumer. The cloud infrastructure is shared by several organizations with
common concerns.

(4) Hybrid cloud: A hybrid cloud is a combination of a public and private cloud.

Cloud in Healthcare Setting

Healthcare is an increasingly becoming data-intensive and collaborative endeavor. Cloud computing is
changing the way healthcare providers (doctors, clinics, and hospitals) deliver services to their patients.
Healthcare providers are increasingly facing keen competition and are compelled do more for less. They are
rapidly turning to the cloud to address the business and patient needs. On the patient side, people are
accustomed with managing their own healthcare needs.
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Cloud computing is a cost effective method that facilitates data collection, data storage and exchange between
healthcare organizations. The cloud has opened several opportunities in healthcare which lower costs and create
better care. Cloud-based EHRs are becoming popular as a potential answer to the problem of interoperability.
Cloud computing has network access and resource pooling to support big data sets from EHR.

It is the solution for the “big data” challenge because cloud infrastructure is characterized with a high
throughput and high volume storage [7].

Application areas include emergency healthcare, home healthcare, assistive healthcare, telemedicine, storage,
sharing and processing of large medical resources. Cloud computing can support healthcare organizations to
share information such as EHR, prescriptions, insurance information, and test results. The cloud makes it easier
to archive and use patient records and medical images. The cloud also makes it easier to collaborate and offer
care as a team. Cloud solutions can offer on-demand computing and large storage for medical facilities.

Benefits and Challenges

Compared with conventional computing, cloud computing provides three main advantages: massive computing
resources available on demand, elimination of an up-front commitment by users, and payment for use on a
short-term basis as needed [7].

The major benefit of cloud computing are its low cost and computing resources available on demand. Other
compelling benefits include flexibility, risk reduction, increased security, faster deployment, agile development,
elasticity, and increased scalability. Some of these benefits are illustrated in Figure 2 [4]. The range of services
offered through the cloud is expanding rapidly.
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Figure 2: Some benefits of cloud computing in healthcare [4].
While the cloud presents several benefits for healthcare organizations, it also presents some challenges. The
major challenge with cloud computing is lack of trust in data security and privacy by users. This is perhaps the
strongest resistance to the adoption of cloud computing in healthcare. Concerns on trust arise when their
sensitive data move to a cloud computing paradigm where providers cannot guarantee their security and privacy
controls. When you move to a cloud provider, you are handing over control of your IT operations and all of your
data. There is the possibility that patient data can be misused or fall into the wrong hands.
Other challenges include cultural resistance to share data, resource exhaustion, unpredictability of performance,
interoperability, and data transfer bottlenecks. The use of cloud computing also presents many legal issues such
as intellectual property rights, data jurisdiction, and data privacy. These should be addressed in order to enable
the trustworthiness of cloud systems. The Health Insurance Portability and Accountability Act (HIPAA)
regulates privacy and security of patients’ data whether in the cloud or not.
HIPAA compliance is the basic requirement when moving medical records to the cloud [8].
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Conclusion

Cloud computing is a relatively recent concept and is on the rise in healthcare. It is quickly becoming a
necessity in the healthcare industry. It is used in creating a network between patients, doctors, and healthcare
institutions by providing applications, services and keeping all the data in the cloud [9]. By adopting cloud
computing solutions, providers pay only for what they use (applications, storage, infrastructure services, etc.).
The adoption of cloud computing approach in healthcare brings many compelling benefits but it also raises
some challenges. These challenges must be addressed for the healthcare industry to prosper from this modern
technology.
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